
 

 

 

 

 

 
Mozgalo: Detecting Packed 
Executable Files 

Problem Description 
Packing is a file modification method that allows making changes to executable files without 
affecting their original functionality. It can be used to protect files from reverse engineering, to 
reduce the original size of an executable, or to obfuscate malicious executable code contained 
in a file. Packing includes modifying the file contents and adding instructions that will restore 
the contents upon execution.  
 
Packers can modify the original executable file in several ways: 
 

● by compressing the data 

● by encrypting the data 

● by obfuscating the code 

● by adding VM detection or debugger detection 

● by modifying different parts of the executable file format 

 

UPX  is an example of a packer, which is used to compress executable files to reduce their 
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size on disk. Figure 1 illustrates how such a packer affects the file structure in memory. 
 
In the field of cybersecurity, packers for Windows Portable Executable  files (also known as 
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PE files) are of primary interest.  
 
PE files are the most common carriers of malicious code in the form of computer viruses, 
ransomware, trojans, etc., and packers are used to hide that malicious code. Static analysis 
conducted by antivirus software does not execute any part of a PE file, and is typically based 
on signatures. Those signatures are made by collecting samples of particular malware and 
defining byte sequences unique for those samples. The signatures are then matched against 
files during a scan.  
 

1 http://upx.github.io/ 
2 https://msdn.microsoft.com/library/windows/desktop/ms680547(v=vs.85).aspx 
3 https://en.wikipedia.org/wiki/Portable_Executable 
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Using a packer changes the file structure, which can affect the presence of signatures and 
cause them to break apart. This makes it possible to create different variants of a single 
malicious file. The variety of packers used for malware is much greater than of those for 
non-malicious purposes. 
 
Moreover, antivirus software often contains signatures for packers that are used exclusively 
for malware. For general-purpose packers, unpackers are developed and used to recover the 
original file contents for analysis. Detection of packing with an unknown format is a strong 
indication of malware. 
 
ReversingLabs TitaniumCoreTM is the world's fastest and most feature-rich platform for threat 
detection and automated static analysis of files. The platform currently recognizes PE packers 
using TitaniumCore signatures written by expert reverse engineers and threat analysts. They 
also develop unpackers when needed and possible. 
 
Even when packers are used exclusively for packing malware, unpackers can be useful for 
analysing malware campaigns and activities of known threat actors. 

Figure 1: Structure of a packed file. The left column displays the structural components of a PE file in memory, and the right 
column shows byte entropy in those components. The upper row presents a file packed with UPX, and the bottom row is the 

same file after unpacking. It is important to note that unpacking cannot completely restore the original file but rather recovers its 
significant portions and functionality. 

 

This approach is reliable for detecting individual packers, but is work-intensive even for 
specialized reverse engineers. Also, this approach counts/relies on a large amount of packed 
samples being available. 
 
Benefits of a method for automated packer detection are: 
 

● Collecting interesting samples for further analysis 

● Early detection of new malware 

● Identifying malware campaigns 
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● Selecting packers for which to develop unpackers 

 
The goal of this assignment is to make a packed file detection system with the help 
of/based on provided labeled samples of packed and unpacked files. 
 
Along with original PE files and labels, the contestants will be given TitaniumCore static 
analysis reports (without identification and unpacking). The contestants are not allowed to 
use existing software solutions (such as antivirus software) for resolving this problem. 

Education 
Workshop on the PE format and packers: 
 

● Contestants will learn about the properties of PE files and the ways packers work from 

reverse engineers, as well as get some advice and personal insights 

● Tools for PE analysis will be demonstrated and TitaniumCore report contents 

explained 

 
Workshop on applied machine learning for PE files: 
 

● Presentation of methods for creating feature vectors from file bytes and metadata, 

based on related work and personal experience of data scientists 

● A basic demonstration of PE classification and model analysis 

 

Dataset 
The dataset is based on a collection of packers and additional non-packed and unpacked files. 
Every example contains the original file, the TitaniumCore report, and the label. 
 
The goal of the assignment is only to separate packed files from non-packed and unpacked, 
but the contestants will be given additional data, such as the general type of the packer used 
on a file. Data can also contain variants of multiply-packed files, such as a twice-packed file 
that was then unpacked once with TitaniumCore but is still considered to be packed 
 
Parts of the dataset will be used for evaluation the solutions according to the scheme roughly 
depicted in Figure 2. 
 
The test dataset will be given to the contestants during the evaluation period without labels. 
After they use their model to assign labels to samples, those labels will be compared to the 
correct labels, and the results will be returned to the contestants. 
 
The testing set contains various categories that cover combinations of seen/unseen original 
files, seen/unseen packers and non-packed/packed/unpacked samples. 
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Results will include the total accuracy along with accuracies over various categories for better 
insight into the solution quality. 
 
Using the dataset requires the contestants to accept the accompanying terms of use. 

Solution Components and Formats  
● Documentation 

● Presentation 

● Source code 

● TSV (tab-separated values) file for the test set, where the first column is a file's SHA1 

and the second column is 0 if file is unpacked and 1 if packed 

● Instructions for use, training parameters, and the trained model required for 

reproducing the reported results 

Scoring criteria 

Criteria  Points  Percentage of total score 

Documentation and analysis  0-15  15 % 

Presentation of the solution  0-10  10 % 

Innovation  0-10  10 % 

Solution feasibility  0-20  20 % 

Solution quality  0-10  10 % 

Solution accuracy  0-35  35 % 

 

 
All points except the solution accuracy are awarded by the jury 
 

● Innovation pertains to the use of methods not covered by related work or workshops 

 

● Solution feasibility includes the simplicity of implementation, technical reliability, time 

and memory complexity, special hardware or software requirements, etc. 

 

● Solution quality takes into consideration the generalization ability and overfitting, and 

is graded based on the accuracy for different categories of the test set. 

 

● Solution accuracy is the total accuracy on the test set. The scoring for solution 

accuracy  is based on the ratio of improvement over the probability of the morer  

common class  compared to the most accurate submitted solution ,hancec estb  
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according to the formula:  

 

oints 5 rcsin( .9) / arcsin(0.9)P = 3 * a r − chance
best − chance * 0  

 
Figure 2: Rough structure of train and test sets. The goal of the assignment is to separate packed files from non-packed (original) 
and unpacked. Various categories will be stratified as much as possible. Arrows signify that whole or parts of a cell will be used to 

generate the indicated cell. When a cell splits into Train and Test, the split will be stratified as much as possible.   
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Suggested tools 
● Data Science: https://jupyter.org/, http://scikit-learn.org, https://www.scipy.org/, 

https://keras.io/, http://pytorch.org/  

● PE parsers: http://www.woodmann.com/collaborative/tools/index.php/LordPE, 

http://wjradburn.com/software/ (PEview tool) 

● Debuggers: http://www.ollydbg.de/, https://x64dbg.com/#start 

● Disassembler: https://www.hex-rays.com/products/ida/support/download.shtml 

● Virtual machines: https://www.virtualbox.org/wiki/Downloads (Guide: 

https://www.codeandsec.com/Building-Ultimate-Anonymous-Malware-Analysis-and-R

everse-Engineering-Machine ) 

● Misc: https://mh-nexus.de/en/hxd/, http://www.angusj.com/resourcehacker/  

Computational resources 
Computational resources required depend on the types of features and types of models used. 
However, the simple approaches such as PE metadata and linear models or decision trees 
require only basic hardware. 
 
The Related work section provides more data on various approaches and required resources 
for them. The computational requirements of a solution will impact the score for the Solution 
feasibility category. 

Potential issues 

● Hidden bias in data 
Sampling from true distribution of files is not simple, and can result in a significant 

number of samples having some property that trivializes the detection problem, leading to 
overfitting or deceptive accuracy on testing sets. This problem is not uncommon in 
application of machine learning on executable files, as shown in related work, 
 

If such issues should arise, ReversingLabs will supply corrected or supplementary 
files.  

● Dangers of working with executable files 
PE files are executable and their execution can have unpredictable and undesirable 

consequences. The extension (.exe) will be truncated to reduce the chances of accidental 
execution, but competitors should keep in mind not to execute files or use them in ways that 
might lead to execution (dynamic analysis, debuggers, etc.), if it is not at least in a safe 
environment such as an adjusted and isolated virtual machine. 
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It should also be kept in mind that antivirus software will most likely react to files in the 
dataset, so it will be necessary to disable it or add exceptions to maintain data integrity. 

● Low accuracy for parts of data 
It is possible that the available data or models expected within the scope of this 

competition will not be sufficient for detection in certain categories of the test set. In the event 
that some categories impact the integrity of scoring for the accuracy, they will be removed. 
The format of scoring for the accuracy is expected to be robust to such problems. 

Related work 
 

Machine learning applied on executable files is most often motivated by malware 
detection, but can also be used in relation to general analysis and decompilation. Detecting 
that executables were packed is strongly linked with malware detection, as great volumes of 
malware found in the wild were treated with packers [1, 2]. Packing is used to conceal the 
malicious nature of files and to inflate the number of variants for the same malware. Primary 
challenges faced in this field of research are the absence of high-quality public datasets and 
the complexity of the binary executable format. 

 
The most common approach to packer detection is based on metadata found in 

Portable Executable (PE) headers and simple classifiers [3, 4, 5]. The impact of packing 
detection is shown in [6], where authors improve the accuracy of malware detection by 
including the decision tree model from [3]. The works based on this approach are a good 
source of analysis on the impact of packers on the components of the PE format, but are also 
prone to overfitting due to biases in limited available data. A significant amount of experience 
in manual analysis of executables is needed for accurate interpretations of such results.   
 

Entropy analysis is used for a more generalized insight into the contents of PE files, 
mostly in regard to compression and cryptography [5, 7] that are common with packers. When 
analysing entropy, PE structural information such as sections can be taken into account. The 
main challenge with this approach is achieving sufficient expressiveness in presenting entropy 
information, because naive approaches can be fooled by file manipulation such as padding. 

 
Even more expressive approaches present the contents of PE files in finer granularity. 

In [8], the authors present file memory as an image, where each byte translates to a pixel 
intensity, and use computer vision methods. The difficulties are in transforming linear memory 
of unspecified length into an image while preserving important structural information, but this 
approach does open the way to analysing the general appearance of a file in memory. 
 

Work on malware detection presents ideas transferable to packer detection, as it faces 
many of the same issues. In [9], the authors introduce 2D byte and entropy histograms, as well 
as a hash value histogram for the Import table, and train a deep neural network. Moving 
further away from prior knowledge of the PE format, in [10] the authors use byte n-gram 
features inspired by natural language processing, and train a logistic regression model with 
feature selection for a model with minimal domain knowledge. 

 
In [11] the leading bytes of a PE file, approximately encompassing the PE headers, are 

fed directly to feed-forward and recurrent neural networks. Problems faced are the notable 
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dispersion of semantically connected memory segments and training sequences much longer 
than in other fields. This is addressed in [12], where the main topic is training a neural network 
on the bytes of an entire PE file. 

 
The overarching problem faced by all work on this topic is bias in the data. Datasets 

created by applying packers to unpacked files are limited by the small amount of widely 
accessible packer software, which in turn is not representative of the general distribution of 
malicious packers. More issues surface when selecting malicious and benign files due to 
hidden bias in the choice of data sources. Benign files are often taken from a clean installation 
of the Windows operating system, or from a similarly homogeneous source. This leads to 
models learning the traits of benign files instead of malicious ones [10], and results in 
misleading model performance and poor generalization. 
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